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Objective 

This lesson provides an introduction to the principles and concepts relevant to the 

software design. It examines the role and context of the design activity as a form of 

problem-solving process, describes how this is supported by current design methods, 

and considers the strategies, strengths, limitations and main domains of application of 

these methods. 

 

1.1  Introduction: Software Design  

Software design is an iterative process through which requirements are 

translated into a blueprint for constructing the software. It is a process of defining 

the architecture, components, interfaces, and other characteristics of a system or 

component and planning for a software solution. After the purpose and specifications 

of software is determined, software developers will design or employ designers to 
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develop a plan for a solution. A software design may be platform-independent or 

platform-specific, depending on the availability of the technology called for by the 

design. Viewed as a process, software design is the software engineering life cycle 

activity in which software requirements are analyzed in order to produce a description 

of the software’s internal structure that will serve as the basis for its construction. 

More precisely, a software design (the result) must describe the software architecture 

and the interfaces between those components. It must also describe the components at 

a level of detail that enable their construction. 

Software design plays an important role in developing software: it allows software 

engineers to produce various models that form a kind of blueprint of the solution to be 

implemented. We can analyze and evaluate these models to determine whether or not 

they will allow us to fulfill the various requirements. We can also examine and evaluate 

various alternative solutions and trade-offs. Finally, we can use the resulting models to 

plan the subsequent development activities, in addition to using them as input and the 

starting point of construction and testing. 

In a standard listing of software life cycle processes such as IEEE/EIA 12207 Software 

Life Cycle Processes, software design consists of two activities that fit between software 

requirements analysis and software construction: 

 Software architectural design (sometimes called top-level design): 

describing software’s top-level structure and organization and identifying the 

various components. 

 Software detailed design: describing each component sufficiently to allow 

for its construction. 

Software Design: What is it and why is it important? 

A software design is a meaningful engineering representation of some software 

product that is to be built. A design can be traced to the customer's requirements 

and can be assessed for quality against predefined criteria. In the software engineering 

context, design focuses on four major areas of concern: data, architecture, interfaces 

and components. 

The design process is very important. From a practical standpoint, as a labourer, one 

would not attempt to build a house without an approved blueprint thereby risking the 

structural integrity and customer satisfaction. In the same manner, the approach to 

building software products is no different. The emphasis in design is on quality; this 

phase provides us with representation of software that can be assessed for quality. 

Furthermore, this is the only phase in which the customer’s requirements can be 

accurately translated into a finished software product or system. As such, software 

design serves as the foundation for all software engineering steps that follow regardless 

of which process model is being employed. Without a proper design we risk building an 

unstable system – one that will fail when small changes are made, one that may be 

difficult to test; one whose quality cannot be assessed until late in the software 
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process, perhaps when critical deadlines are approaching and much capital has 

already been invested into the product. 

During the design process the software specifications are transformed into design 

models that describe the details of the data structures, system architecture, interface, 

and components. Each design product is reviewed for quality before moving to the next 

phase of software development. At the end of the design process a design specification 

document is produced. This document is composed of the design models that describe 

the data, architecture, interfaces and components. 

At the data and architectural levels the emphasis is placed on the patterns as they 

relate to the application to be built. Whereas at the interface level, human ergonomics 

often dictate the design approach employed. Lastly, at the component level the design 

is concerned with a “programming approach” which leads to effective data and 

procedural designs. 

 Design Specification Models 

 Data design – created by transforming the analysis information model (data 

dictionary and ERD) into data structures required to implement the software. 

Part of the data design may occur in conjunction with the design of software 

architecture. More detailed data design occurs as each software component is 

designed. 

 Architectural design - defines the relationships among the major structural 

elements of the software, the “design patterns” than can be used to achieve the 

requirements that have been defined for the system, and the constraints that 

affect the way in which the architectural patterns can be applied. It is derived 

from the system specification, the analysis model, and the subsystem 

interactions defined in the analysis model (DFD). 

 Interface design - describes how the software elements communicate with each 

other, with other systems, and with human users; the data flow and control flow 

diagrams provide much of the necessary information required. 

 Component-level design - created by transforming the structural elements 

defined by the software architecture into procedural descriptions of software 

components using information obtained from the process specification (PSPEC), 

control specification (CSPEC), and state transition diagram (STD). 

These models collectively form the design model, which is represented 

diagrammatically as a pyramid structure with data design at the base and component 

level design at the pinnacle. Note that each level produces its own documentation, 

which collectively form the design specifications document, along with the guidelines 

for testing individual modules and the integration of the entire package. Algorithm 

description and other relevant information may be included as an appendix. 
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1.2 Design Guidelines  

In order to evaluate the quality of a design (representation) the criteria for a good 

design should be established. Such a design should: 

 exhibit good architectural structure 

 be modular 

 contain distinct representations of data, architecture, interfaces, and 

components (modules) 

 lead to data structures that are appropriate for the objects to be implemented 

and be drawn from recognizable design patterns 

 lead to components that exhibit independent functional characteristics 

 lead to interfaces that reduce the complexity of connections between modules 

and with the external environment 

 be derived using a reputable method that is driven by information obtained 

during software requirements analysis 

These criteria are not achieved by chance. The software design process encourages 

good design through the application of fundamental design principles, systematic 

methodology and through review. 

1.3  Design Principles  

Software design can be viewed as both a process and a model. “The design process is a 

sequence of steps that enable the designer to describe all aspects of the software to be 
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built. However, it is not merely a cookbook; for a competent and successful design, the 

designer must use creative skill, past experience, a sense of what makes “good” 

software, and have a commitment to quality. 

The design model is equivalent to the architect’s plans for a house. It begins by 

representing the totality of the entity to be built (e.g. a 3D rendering of the house), and 

slowly refines the entity to provide guidance for constructing each detail (e.g. the 

plumbing layout). Similarly the design model that is created for software provides a 

variety of views of the computer software.” – adapted from book by R Pressman. 

The set of principles which has been established to aid the software engineer in 

navigating the design process are: 

1. The design process should not suffer from tunnel vision – A good designer 

should consider alternative approaches. Judging each based on the 

requirements of the problem, the resources available to do the job and any other 

constraints. 

2. The design should be traceable to the analysis model – because a single 

element of the design model often traces to multiple requirements, it is 

necessary to have a means of tracking how the requirements have been satisfied 

by the model 

3. The design should not reinvent the wheel – Systems are constructed using a 

set of design patterns, many of which may have likely been encountered before. 

These patterns should always be chosen as an alternative to reinvention. Time 

is short and resources are limited! Design time should be invested in 

representing truly new ideas and integrating those patterns that already exist. 

4. The design should minimise intellectual distance between the software and 

the problem as it exists in the real world – That is, the structure of the 

software design should (whenever possible) mimic the structure of the problem 

domain. 

5. The design should exhibit uniformity and integration – a design is uniform if 

it appears that one person developed the whole thing. Rules of style and format 

should be defined for a design team before design work begins. A design is 

integrated if care is taken in defining interfaces between design components. 

6. The design should be structured to degrade gently, even with bad data, 

events, or operating conditions are encountered – Well-designed software 

should never “bomb”. It should be designed to accommodate unusual 

circumstances, and if it must terminate processing, do so in a graceful manner.  

7. The design should be reviewed to minimize conceptual (semantic) errors – 

there is sometimes the tendency to focus on minute details when the design is 

reviewed, missing the forest for the trees. The designer team should ensure that 

major conceptual elements of the design have been addressed before worrying 

about the syntax if the design model. 
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8. Design is not coding, coding is not design – Even when detailed designs are 

created for program components, the level of abstraction of the design model is 

higher than source code. The only design decisions made of the coding level 

address the small implementation details that enable the procedural design to 

be coded. 

9. The design should be structured to accommodate change 

10. The design should be assessed for quality as it is being created 

When these design principles are properly applied, the design exhibits both external 

and internal quality factors. External quality factors are those factors that can readily 

be observed by the user, (e.g. speed, reliability, correctness, usability). Internal quality 

factors relate to the technical quality (which is important to the software engineer) 

more so the quality of the design itself. To achieve internal quality factors the designer 

must understand basic design concepts. 

1.4  Design Concepts  

A set of fundamental software design concepts has evolved over the past four decades. 

Although the degree of interest in each concept has varied over the years, each has 

stood the test of time. Each provides the software designer with a foundation from 

which more sophisticated design methods can be applied. Each helps the software 

engineer to answer the following questions: 

 What criteria can be used to partition software into individual components? 

 How function or data is structure detail separated from a conceptual 

representation of the software? 

 What uniform criteria define the technical quality of a software design? 

M. A. Jackson once said: "The beginning of wisdom for a [software engineer] is to 

recognize the difference between getting a program to work, and getting it right". 

Fundamental software design concepts provide the necessary framework for "getting it 

right." 

1.4.1 Abstraction  

When we consider a modular solution to any problem, many levels of abstraction can 

be posed. At the highest level of abstraction, a solution is stated in broad terms using 

the language of the problem environment. At lower levels of abstraction, a more 

detailed description of the solution is provided. 

As we move through different levels of abstraction, we work to create procedural and 

data abstractions. A procedural abstraction is a named sequence of instructions that 

has a specific and limited function. An example of a procedural abstraction would be 

the word open for a door. Open implies a long sequence of procedural steps (e.g., walk 

to the door, reach out and grasp knob, turn knob and pull door, step away from 

moving door, etc.). 

A data abstraction is a named collection of data that describes a data object. In the 

context of the procedural abstraction open, we can define a data abstraction called 
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door. Like any data object, the data abstraction for door would encompass a set of 

attributes that describe the door (e.g., door type, swing direction, opening mechanism, 

weight, dimensions). It follows that the procedural abstraction open would make use of 

information contained in the attributes of the data abstraction door. 

1.4.2  Refinement  

Stepwise refinement is a top-down design strategy originally proposed by Niklaus 

Wirth. A program is developed by successively refining levels of procedural detail. A 

hierarchy is developed by decomposing a macroscopic statement of function (a 

procedural abstraction) in a stepwise fashion until programming language statements 

are reached.  

Refinement is actually a process of elaboration. We begin with a statement of function 

(or description of information) that is defined at a high level of abstraction. That is, the 

statement describes function or information conceptually but provides no information 

about the internal workings of the function or the internal structure of the information. 

Refinement causes the designer to elaborate on the original statement, providing more 

and more detail as each successive refinement (elaboration) occurs. 

Abstraction and refinement are complementary concepts. Abstraction enables a 

designer to specify procedure and data and yet suppress low-level details. Refinement 

helps the designer to reveal low-level details as design progresses. Both concepts aid 

the designer in creating a complete design model as the design evolves. 

1.4.3  Modularity  

The concept of modularity in computer software has been espoused for almost five 

decades. Software architecture embodies modularity; that is, software is divided into 

separately named and addressable components, often called modules that are 

integrated to satisfy problem requirements. 

It has been stated that "modularity is the single attribute of software that allows a 

program to be intellectually manageable". Monolithic software (i.e., a large program 

composed of a single module) cannot be easily grasped by a reader. The number of 

control paths, span of reference, number of variables, and overall complexity would 

make understanding close to impossible.  

An important question arises when modularity is considered. How do we define an 

appropriate module of a given size? The answer lies in the method(s) used to define 

modules within a system. Meyer defines five criteria that enable us to evaluate a design 

method with respect to its ability to define an effective modular system: 

Modular decomposability. If a design method provides a systematic mechanism for 

decomposing the problem into subproblems, it will reduce the complexity of the overall 

problem, thereby achieving an effective modular solution. 

Modular composability. If a design method enables existing (reusable) design 

components to be assembled into a new system, it will yield a modular solution that 

does not reinvent the wheel. 
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Modular understandability. If a module can be understood as a standalone unit 

(without reference to other modules), it will be easier to build and easier to change. 

Modular continuity. If small changes to the system requirements result in changes to 

individual modules, rather than system wide changes, the impact of change-induced 

side effects will be minimized. 

Modular protection. If an aberrant condition occurs within a module and its effects 

are constrained within that module, the impact of error-induced side effects will be 

minimized. 

Finally, it is important to note that a system may be designed modularly, even if its 

implementation must be "monolithic." There are situations (e.g., real-time software, 

embedded software) in which relatively minimal speed and memory overhead 

introduced by subprograms (i.e., subroutines, procedures) is unacceptable. In such 

situations, software can and should be designed with modularity as an overriding 

philosophy. Code may be developed "in-line." Although the program source code may 

not look modular at first glance, the philosophy has been maintained and the program 

will provide the benefits of a modular system. 

1.4.4 Software Architecture  

Software architecture alludes to “the overall structure of the software and the ways in 

which that structure provides conceptual integrity for a system”. In its simplest form, 

architecture is the hierarchical structure of program components (modules), the 

manner in which these components interact and the structure of data that are used by 

the components. In a broader sense, however, components can be generalized to 

represent major system elements and their interactions. 

One goal of software design is to derive an architectural rendering of a system. This 

rendering serves as a framework from which more detailed design activities are 

conducted. A set of architectural patterns enable a software engineer to reuse design 

level concepts. 

1.4.5 Control Hierarchy  

Control hierarchy, also called program structure, represents the organization of 

program components (modules) and implies a hierarchy of control. It does not 

represent procedural aspects of software such as sequence of processes, occurrence or 

order of decisions, or repetition of operations; nor is it necessarily applicable to all 

architectural styles. 

Different notations are used to represent control hierarchy for those architectural 

styles that are amenable to this representation. The most common is the treelike 

diagram that represents hierarchical control for call and return architectures.  

1.4.6 Structural Partitioning  

If the architectural style of a system is hierarchical, the program structure can be 

partitioned both horizontally and vertically. Referring to Figure, horizontal partitioning 

defines separate branches of the modular hierarchy for each major program function. 
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Control modules, represented in a darker shade are used to coordinate communication 

between and execution of the functions. The simplest approach to horizontal 

partitioning defines three partitions—input, data transformation (often called 

processing) and output. Partitioning the architecture horizontally provides a number of 

distinct benefits: 

 software that is easier to test 

 software that is easier to maintain 

 propagation of fewer side effects 

 software that is easier to extend 

 
Because major functions are decoupled from one another, change tends to be less 

complex and extensions to the system (a common occurrence) tend to be easier to 

accomplish without side effects. On the negative side, horizontal partitioning often 

causes more data to be passed across module interfaces and can complicate the overall 

control of program flow (if processing requires rapid movement from one function to 

another). 

Vertical partitioning (Figure b), often called factoring, suggests that control (decision 

making) and work should be distributed top-down in the program structure. Top level 

modules should perform control functions and do little actual processing work. 

Modules that reside low in the structure should be the workers, performing all input, 

computation, and output tasks. 

The nature of change in program structures justifies the need for vertical partitioning. 

Referring to Figure b, it can be seen that a change in a control module (high in the 

structure) will have a higher probability of propagating side effects to modules that are 
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subordinate to it. A change to a worker module, given its low level in the structure, is 

less likely to cause the propagation of side effects. In general, changes to computer 

programs revolve around changes to input, computation or transformation, and 

output. The overall control structure of the program (i.e., its basic behavior is far less 

likely to change). For this reason vertically partitioned structures are less likely to be 

susceptible to side effects when changes are made and will therefore be more 

maintainable—a key quality factor. 

1.4.7  Data Structure  

Data structure is a representation of the logical relationship among individual elements 

of data. Because the structure of information will invariably affect the final procedural 

design, data structure is as important as program structure to the representation of 

software architecture. Data structure dictates the organization, methods of access, 

degree of associativity, and processing alternatives for information. 

The organization and complexity of a data structure are limited only by the ingenuity of 

the designer. There are, however, a limited number of classic data structures that form 

the building blocks for more sophisticated structures. 

A scalar item is the simplest of all data structures. As its name implies, a scalar item 

represents a single element of information that may be addressed by an identifier; that 

is, access may be achieved by specifying a single address in memory. The size and 

format of a scalar item may vary within bounds that are dictated by a programming 

language. For example, a scalar item may be a logical entity one bit long, an integer or 

floating point number that is 8 to 64 bits long, or a character string that is hundreds 

or thousands of bytes long. 

When scalar items are organized as a list or contiguous group, a sequential vector is 

formed. Vectors are the most common of all data structures and open the door to 

variable indexing of information. 

When the sequential vector is extended to two, three, and ultimately, an arbitrary 

number of dimensions, an n-dimensional space is created. The most common n-

dimensional space is the two-dimensional matrix. In many programming languages, an 

ndimensional space is called an array. 

Items, vectors, and spaces may be organized in a variety of formats. A linked list is a 

data structure that organizes noncontiguous scalar items, vectors, or spaces in a 

manner (called nodes) that enables them to be processed as a list. Each node contains 

the appropriate data organization (e.g., a vector) and one or more pointers that indicate 

the address in storage of the next node in the list. Nodes may be added at any point in 

the list by redefining pointers to accommodate the new list entry. 

Other data structures incorporate or are constructed using the fundamental data 

structures just described. For example, a hierarchical data structure is implemented 

using multilinked lists that contain scalar items, vectors, and possibly, n-dimensional 
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spaces. A hierarchical structure is commonly encountered in applications that require 

information categorization and associativity. 

It is important to note that data structures, like program structure, can be represented 

at different levels of abstraction. For example, a stack is a conceptual model of a data 

structure that can be implemented as a vector or a linked list. Depending on the level 

of design detail, the internal workings of a stack may or may not be specified. 

1.4.8 Software Procedure  

Program structure defines control hierarchy without regard to the sequence of 

processing and decisions. Software procedure focuses on the processing details of each 

module individually. Procedure must provide a precise specification of processing, 

including sequence of events, exact decision points, repetitive operations, and even 

data organization and structure. 

There is, of course, a relationship between structure and procedure. The processing 

indicated for each module must include a reference to all modules subordinate to the 

module being described. That is, a procedural representation of software is layered as 

illustrated in Figure below. 

 
1.4.9  Information Hiding  

The concept of modularity leads every software designer to a fundamental 

question: "How do we decompose a software solution to obtain the best set of 

modules?" The principle of information hiding suggests that modules be "characterized 

by design decisions that (each) hides from all others." In other words, modules should 
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be specified and designed so that information (procedure and data) contained within a 

module is inaccessible to other modules that have no need for such information. 

Hiding implies that effective modularity can be achieved by defining a set of 

independent modules that communicate with one another only that information 

necessary to achieve software function. Abstraction helps to define the procedural (or 

informational) entities that make up the software. Hiding defines and enforces access 

constraints to both procedural detail within a module and any local data structure 

used by the module. The use of information hiding as a design criterion for modular 

systems provides the greatest benefits when modifications are required during testing 

and later, during software maintenance. Because most data and procedure are hidden 

from other parts of the software, inadvertent errors introduced during modification are 

less likely to propagate to other locations within the software. 

1.5  Effective Modular Design  

All the fundamental design concepts described in the preceding section serve to 

precipitate modular designs. In fact, modularity has become an accepted approach in 

all engineering disciplines. A modular design reduces complexity, facilitates change (a 

critical aspect of software maintainability), and results in easier implementation by 

encouraging parallel development of different parts of a system. 

1.5.1 Functional Independence  

The concept of functional independence is a direct outgrowth of modularity and the 

concepts of abstraction and information hiding. In landmark papers on software design 

Parnas and Wirth allude to refinement techniques that enhance module independence. 

Later work by Stevens, Myers, and Constantine solidified the concept. 

Functional independence is achieved by developing modules with "single-minded" 

function and an "aversion" to excessive interaction with other modules. Stated another 

way, we want to design software so that each module addresses a specific subfunction 

of requirements and has a simple interface when viewed from other parts of the 

program structure. It is fair to ask why independence is important. Software with 

effective modularity, that is, independent modules, is easier to develop because 

function may be compartmentalized and interfaces are simplified (consider the 

ramifications when development is conducted by a team). Independent modules are 

easier to maintain (and test) because secondary effects caused by design or code 

modification are limited, error propagation is reduced, and reusable modules are 

possible. To summarize, functional independence is a key to good design, and design is 

the key to software quality. 

Independence is measured using two qualitative criteria: cohesion and coupling. 

Cohesion is a measure of the relative functional strength of a module. Coupling is a 

measure of the relative interdependence among modules. 
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1.5.2  Cohesion  

Cohesion is a natural extension of the information hiding concept. A cohesive module 

performs a single task within a software procedure, requiring little interaction 

with procedures being performed in other parts of a program. Stated simply, a 

cohesive module should (ideally) do just one thing. Cohesion may be represented as a 

"spectrum." We always strive for high cohesion, although the mid-range of the 

spectrum is often acceptable. The scale for cohesion is nonlinear. That is, low-end 

cohesiveness is much "worse" than middle range, which is nearly as "good" as high-end 

cohesion. In practice, a designer need not be concerned with categorizing cohesion in a 

specific module. Rather, the overall concept should be understood and low levels of 

cohesion should be avoided when modules are designed. 

At the low (undesirable) end of the spectrum, we encounter a module that performs a 

set of tasks that relate to each other loosely, if at all. Such modules are termed 

coincidentally cohesive. A module that performs tasks that are related logically (e.g., a 

module that produces all output regardless of type) is logically cohesive. When a 

module contains tasks that are related by the fact that all must be executed with the 

same span of time, the module exhibits temporal cohesion. 

As an example of low cohesion, consider a module that performs error processing for 

an engineering analysis package. The module is called when computed data exceed 

prespecified bounds. It performs the following tasks: (1) computes supplementary data 

based on original computed data, (2) produces an error report (with graphical content) 

on the user's workstation, (3) performs follow-up calculations requested by the user, (4) 

updates a database, and (5) enables menu selection for subsequent processing. 

Although the preceding tasks are loosely related, each is an independent functional 

entity that might best be performed as a separate module. Combining the functions 

into a single module can serve only to increase the likelihood of error propagation when 

a modification is made to one of its processing tasks. 

Moderate levels of cohesion are relatively close to one another in the degree of module 

independence. When processing elements of a module are related and must be 

executed in a specific order, procedural cohesion exists. When all processing elements 

concentrate on one area of a data structure, communicational cohesion is present. 

High cohesion is characterized by a module that performs one distinct procedural task. 

As we have already noted, it is unnecessary to determine the precise level of cohesion. 

Rather it is important to strive for high cohesion and recognize low cohesion so that 

software design can be modified to achieve greater functional independence. 

1.5.3  Coupling  

Coupling is a measure of interconnection among modules in a software structure. 

Coupling depends on the interface complexity between modules, the point at which 

entry or reference is made to a module, and what data pass across the interface. In 

software design, we strive for lowest possible coupling. Simple connectivity among 



BCA Part-III  Paper : BCA-305 14

modules results in software that is easier to understand and less prone to a "ripple 

effect”, caused when errors occur at one location and propagate through a system. 

 

 
Figure: Types of Coupling 

 

Figure provides examples of different types of module coupling. Modules a and d 

are subordinate to different modules. Each is unrelated and therefore no direct 

coupling occurs. Module c is subordinate to module a and is accessed via a 

conventional argument list, through which data are passed. As long as a simple 

argument list is present (i.e., simple data are passed; a one-to-one correspondence of 

items exists), low coupling (called data coupling) is exhibited in this portion of 

structure. A variation of data coupling, called stamp coupling, is found when a portion 

of a data structure (rather than simple arguments) is passed via a module interface. 

This occurs between modules b and a. At moderate levels, coupling is characterized by 

passage of control between modules. Control coupling is very common in most software 

designs and is shown in Figure where a “control flag” (a variable that controls decisions 

in a subordinate or superordinate module) is passed between modules d and e. 

Relatively high levels of coupling occur when modules are tied to an environment 

external to software. For example, I/O couples a module to specific devices, formats, 

and communication protocols. External coupling is essential, but should be limited to 

a small number of modules with a structure. High coupling also occurs when a 

number of modules reference a global data area. Common coupling, as this mode is 

called, is shown in Figure. Modules c, g, and k each access a data item in a global data 

area (e.g., a disk file or a globally accessible memory area). Module c initializes the 
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item. Later module g recomputes and updates the item. Let's assume that an error 

occurs and g updates the item incorrectly. Much later in processing module, k reads 

the item, attempts to process it, and fails, causing the software to abort. The apparent 

cause of abort is module k; the actual cause, module g. Diagnosing problems in 

structures with considerable common coupling is time consuming and difficult. 

However, this does not mean that the use of global data is necessarily "bad." It does 

mean that a software designer must be aware of potential consequences of common 

coupling and take special care to guard against them. 

The highest degree of coupling, content coupling, occurs when one module makes use 

of data or control information maintained within the boundary of another module. 

Secondarily, content coupling occurs when branches are made into the middle of a 

module. This mode of coupling can and should be avoided. The coupling modes just 

discussed occur because of design decisions made when structure was developed. 

Variants of external coupling, however, may be introduced during coding. For example, 

compiler coupling ties source code to specific (and often nonstandard) attributes of a 

compiler; operating system (OS) coupling ties design and resultant code to operating 

system "hooks" that can create havoc when OS changes occur. 

1.6  Summary 

In this lesson we have discussed the principles and concepts relevant to the software 

design. It examines the role and context of the design activity as a form of problem-

solving process, describes how this is supported by current design methods, and 

considers the strategies, strengths, limitations, and main domains of application of 

these methods. 

 

1.7  Suggested Readings 

“Software Engineering: A Practitioner’s Approach” by Roger Pressman, Tata McGraw 

Hill Publications. 

“Software Engineering” by David Gustafson, Schaum’s Outlines Series. 

“An Integrated Approach to Software Engineering” by Pankaj Jalote. 

“Software Engineering” by Ian Sommerville, Pearson Education, Asia. 

“Software Engineering Concepts” by Richard Fairley, Tata McGraw Hill Publications. 

“Fundamentals of software engineering”by Carlo Ghezi, Mehdi Jazayeri. 

“Software engineering: Theory and practice” by Shari Lawrence Pfleeger. 

“Fundamentals of Software Engineering” by Rajib Mall., PHI-India. 

 “Software Testing Techniques” by Boris Beizer, Dreamtech Press, New Delhi. 
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1.1 Introduction to Structured Design Methodology 

Creating the software system design is the major concern of the design phase. Many 

design techniques have been proposed over the years to provide some discipline in 

handling the complexity of designing large systems. The aim of design methodologies 

is not to reduce the process of design to a sequence of mechanical steps but to 

provide guidelines to aid the designer during the design process. Here now we 

describe the structured design methodology for developing system designs. 

Structured design methodology (SDM) views every software system as having some 

inputs that are converted into the desired outputs by the software system. The soft-

ware is viewed as a transformation function that transforms the given inputs into 

the desired outputs, and the central problem of designing software systems is 

considered to be properly designing this transformation function. Due to this view of 

software, the structured design methodology is primarily function-oriented and relies 

heavily on functional abstraction and functional decomposition. 

The concept of the structure of a program lies at the heart of the structured design 

method. During design, structured design methodology aims to control and influence 

the structure of the final program. The aim is to design a system so that programs 

implementing the design would have a hierarchical structure, with functionally 

cohesive modules and as few interconnections between modules as possible. 

In properly designed systems it is often the case that a module with subordinates 

does not actually perform much computation. The bulk of actual computation is per-

formed by its subordinates, and the module itself largely coordinates the data flow 

between the subordinates to get the computation done. The subordinates in turn can 

get the bulk of their work done by their subordinates until the "atomic" modules, 

which have no subordinates, are reached. Factoring is the process of decomposing a 

module so that the bulk of its work is done by its subordinates. A system is said to 

be completely factored if all the actual processing is accomplished by bottom-level 

atomic modules and if non-atomic modules largely perform the jobs of control and 
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coordination. SDM attempts to achieve a structure that is close to being completely 

factored. 

1.2 Design Notation and Specification 

During the design phase there are two things of interest: the design of the system, 

the producing of which is the basic objective of this phase, and the process of 

designing itself. It is for the latter that principles and methods are needed. In 

addition, while designing, a designer needs to record his thoughts and decisions and 

to represent the design so that he can view it and play with it. For this, design 

notations are used. 

Design notations are largely meant to be used during the process of design and are 

used to represent design or design decisions. They are meant largely for the designer 

so that he can quickly represent his decisions in a compact manner that he can 

evaluate and modify. These notations are frequently graphical. 

Once the designer is satisfied with the design he has produced, the design is to be 

precisely specified in the form of a document. Whereas a design represented using 

the design notation is largely to be used by the designer, a design specification has 

to be so precise and complete that it can be used as a basis of further development 

by other programmers. Often, design specification uses textual structures, with 

design notation helping understanding. 

1.2.1 Structure Charts 

For a function-oriented design, the design can be represented graphically by 

structure charts. The structure of a program is made up of the modules of that 

program together with the interconnections between modules. Every computer 

program has a structure, and given a program its structure can be determined. The 

structure chart of a program is a graphic representation of its structure. In a 

structure chart a module is represented by a box with the module name written in 

the box. An arrow from module A to module B represents that module A invokes 

module B. B is called the subordinate of A, and A is called the superordinate of B. 

The arrow is labeled by the parameters received by B as input and the parameters 

returned by B as output, with the direction of flow of the input and output 

parameters represented by small arrows. The parameters can be shown to be data 

(unfilled circle at the tail of the label) or control (filled circle at the tail). 

In general, procedural information is not represented in a structure chart, and the 

focus is on representing the hierarchy of modules. However, there are situations 

where the designer may wish to communicate certain procedural information 

explicitly, like major loops and decisions. Such information can also be represented 

in a structure chart. For example, let us consider a situation where module A has 

subordinates B, C, and D, and A repeatedly calls the modules C and D. This can be 

represented by a looping arrow around the arrows joining the subordinates C and D 
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to A, as shown in Figure 1 All the subordinate modules activated within a common 

loop are enclosed in the same looping arrow. 

 
Figure 1. 

Major decisions can be represented similarly. For example, if the invocation of mod-

ules C and D in module A depends on the outcome of some decision, that is 

represented by a small diamond in the box for A, with the arrows joining C and D 

coming out of this diamond, as shown in Figure 1. 

Modules in a system can be categorized into few classes. There are some modules 

that obtain information from their subordinates and then pass it to their 

superordinate. This kind of module is an input module. Similarly, there are output 

modules that take information from their superordinate and pass it on to its 

subordinates. As the name suggests, the input and output modules are typically 

used for input and output of data from and to the environment. The input modules 

get the data from the sources and get it ready to be processed, and the output 

modules take the output produced and prepare it for proper presentation to the 

environment. Then there are modules that exist solely for the sake of transforming 

data into some other form. Such a module is called a transform module. Most of the 

computational modules typically fall in this category. Finally, there are modules 

whose primary concern is managing the flow of data to and from different 

subordinates. Such modules are called coordinate modules. The structure chart 

representation of the different types of modules is shown in Figure 2. 
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Figure 2 

A module can perform functions of more than one type of module. For example, the 

composite module in Figure 2 is an input module from the point of view of its 

superordinate, as it feeds the data Y to the superordinate. Internally, A is a coordi-

nate module and views its 'job as getting data X from one subordinate and passing it 

to another subordinate, which converts it to Y. Modules in actual systems are often 

composite modules. 

A structure chart is a nice representation mechanism for a design that uses func-

tional abstraction. It shows the modules and their call hierarchy, the interfaces 

between the modules, and what information passes between modules. It is a 

convenient and compact notation that is very useful while creating the design. That 

is, a designer can make effective use of structure charts to represent the model he is 

creating while he is designing. However, it is not sufficient for representing the final 

design, as it does not give all the information needed about the design. For example, 

it does not specify the scope, structure of data, specifications of each module, etc. 

Hence, it is generally supplemented with textual specifications to convey design to 

the implementer. 

We have seen how to determine the structure of an existing program. But once the 

program is written, its structure is fixed and little can be done about altering the 

structure. However, for a given set of requirements many different programs can be 

written to satisfy the requirements, and each program can have a different structure. 

That is, although the structure of a given program is fixed, for a given set of require-

ments, programs with different structures can be obtained. The objective of the 
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design phase using function-oriented method is to control the eventual structure of 

the system by fixing the structure during design. 

1.2.2 Specification 

Using some design rules or methodology, a conceptual design of the system can be 

produced in terms of a structure chart. As seen earlier, in a structure chart each 

module is represented by a box with a name. The functionality of the module is 

essentially communicated by the name of the box, and the interface is 

communicated by the data items labeling the arrows This is alright while the 

designer is designing but inadequate when the design is to be communicated. To 

avoid these problems, a design specification should define the major data structures, 

modules and their specifications, and design decisions. 

During system design, the major data structures for the software are identified; 

without these, the system modules cannot be meaningfully defined during design. In 

the design specification, a formal definition of these data structures should be given. 

Module specification is the major part of system design specification. All modules in 

the system should be identified when the system design is complete, and these 

modules should be specified in the document. During system design only the module 

specification is obtained, because the internal details of the modules are defined 

later. To specify a module, the design document must specify (a) the interface of the 

module (all data items, their types, and whether they are for input and/or output), 

(b) the abstract behavior of the module (what the module does) by specifying the 

module's functionality or its input/output behavior, and (c) all other modules used 

by the module being specified-this information is quite useful in maintaining and 

understanding the design. 

Hence, a design specification will necessarily contain specification of the major data 

structures and modules in the system. After a design is approved (using some 

verification mechanism), the modules will have to be implemented in the target 

language. This requires that the module "headers" for the target language first be 

created from the design. This translation of the design for the target language can 

introduce errors if it's done manually. To eliminate these translation errors, if the 

target language is known (as is generally the case after the requirements have been 

specified), it is better to have a design specification language whose module 

specifications can be used almost directly in programming. This not only minimizes 

the translation errors that may occur, but also reduces the effort required for 

translating the design to programs. It also adds incentive for designers to properly 

specify their design, as the design is no long  a "mere" document that will be thrown 

away after review-it will now be used directly in coding. In the case study, a design 

specification language close to C has been used. From the design, the module 

headers for C can easily be created with some simple editing. 
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To aid the comprehensibility of the design, all major design decisions made by the 

designers during the design process should be explained explicitly. The choices that 

were available and the reasons for making a particular choice should be explained. 

This makes a design more visible and will help in understanding the design. 

1.3 Metrics 

We are aware that the basic purpose of metrics is to provide quantitative data to help 

monitor the project. Here we discuss some of the metrics that can be extracted from 

a design and that could be useful for evaluating the design. We do not discuss the 

standard metrics of effort or defect that are collected (as per the project plan) for 

project monitoring. 

Size is always a product metric of interest, as size is the single most influential factor 

deciding the cost of the project. As the actual size of the project is known only when 

the project ends, at early stages the project size is only an estimate. Hence, after 

design, size (and cost) re-estimation are typically done by project management. After 

design, as all the modules in the system and major data structures are known, the 

size of the final system can be estimated quite accurately. 

For estimating the size, the total number of modules is an important metric. This can 

be easily obtained from the design. By using an average size of a module, from this 

metric the final size in LOC can be estimated. Alternatively, the size of each module 

can be estimated, and then the total size of the system will be estimated as the sum 

of all the estimates. As a module is a small, clearly specified programming unit, 

estimating the size of a module is relatively easy. 

Another metric of interest is complexity, as one of our goals is to strive for simplicity 

and ease of understanding. A possible use of complexity metrics at design time is to 

improve the design by reducing the complexity of the modules that have been found 

to be most complex. This will directly improve the testability and maintainability. If 

the complexity cannot be reduced because it is inherent in the problem, complexity 

metrics can be used to highlight the more complex modules. As complex modules are 

often more error-prone, this feedback can be used by project management to ensure 

that strict quality assurance is performed on these modules as they evolve. Overall, 

complexity metrics are of great interest at design time and they can be used to 

evaluate the quality of design, improve the design, and improve quality assurance of 

the project. We will describe some of the metrics that have been proposed to quantify 

the complexity of design. 

1.3.1 Network Metrics 

Network metrics for design focus on the structure chart (mostly the call graph 

component of the structure chart) and define some metrics of how "good" the 

structure or network is in an effort to quantify the complexity of the call graph. As 

coupling of a module increases if it is called by more modules, a good structure is 

considered one that has exactly one caller. That is, the call graph structure is 
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simplest if it is a pure tree. The more the structure chart deviates from a tree, the 

more complex the system. Deviation of the tree is then defined as the graph impurity 

of the design impurity can be defined as 

Graph impurity = n - e - 1 

where n is the number of nodes in the structure chart and e is the number of edges. 

As in a pure tree the total number of nodes is one more than, the number of edges, 

the graph impurity for a tree is O. Each time a module has a fan-in of more than 

one, the graph impurity increases. The major drawback of this approach is that it 

ignores the common use of some routines like library or support routines. An 

approach to handle this is not to consider the lowest-level nodes for graph impurity 

because most often the lowest-level modules are the ones that are used by many 

different modules, particularly if the structure chart was factored. Library routines 

are also at the lowest level of the structure chart (even if they have a structure of 

their own, it does not show in the structure chart of the application using the 

routine).   

Other network metrics have also been defined. For most of these metrics, significant 

correlations with properties of interest have not been established. Hence, their use is 

limited to getting some idea about the structure of the design. 

1.3.2 Stability Metrics 

We know that maintainability of software is a highly desired quality attribute. Main-

tenance activity is hard and error-prone as changes in one module require changes 

in other modules to maintain consistency, which require' further changes, and so 

on. It is clearly desirable to minimize this ripple effect of performing a change, which 

is largely determined by the structure of the software. Stability of a design is a metric 

that tries to quantify the resistance of a design to the potential ripple effects that are 

caused by changes in modules. The higher the stability of a program design, the 

better the maintainability of the program. 

At the lowest level, stability is defined for a module. From this, the stability of the 

whole system design can be obtained. The aim is to define a measure so that the 

higher the measure the less the ripple effect on other modules that in some way are 

related to this module. The modules that can be affected by change in a module are 

the modules that invoke the module or share global data (or files) with the module. 

Any other module will clearly not be affected by change in a module. The potential 

ripple effect is defined as the total number of assumptions made by other modules 

regarding the module being changed. Hence, counting the number of assumptions 

made by other modules is central to determining the stability of a module. 

As at design time only the interfaces of modules are known and not their internals, 

for calculating design stability only the assumptions made about the interfaces need 

be considered. The interface of a module consists of all elements through which this 

module can be affected by other modules, i.e., through which this module can be 
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coupled with other modules. Hence, it consists of the parameters of the modules and 

the global data the module uses. Once the interface is identified, the structure of 

each element of the interface is examined to determine all the minimal entities in this 

element for which assumptions can be made. The minimal entities generally are the 

constituents of the interface element. For example, a record is broken into its 

respective fields as a calling module can make assumptions about a particular field. 

 For each minimal entity at least two categories of assumptions can be made--

about the type of the entity and about the value of the entity. (The assumption about 

the type is typically checked by a compiler if the programming language supports 

strong typing.) Each minimal entity in the interface is considered as contributing one 

assumption in each category. A structured type is considered as contributing one 

more assumption about its structure in addition to the assumptions its minimal 

elements contribute. The procedure for determining the stability of a module x and 

the stability of the program can be broken into a series of steps: 

 Step 1: From the design, analyze the module x and all the modules that call x 

or share some file or data structure with x, and obtain the following sets. 

 .Jx = {modules that invoke x} 

 Jx  = {modules invoked by x} 

 Rxy = {passed parameters returned from x to y, Y E Jx} 

 Rxy = {parameters passed from x to y, Y E Jx} 

 GRx = {Global data referenced in x} 

 GDx = {Global data defined in x} 

 Note that determining GRx and GDx is not always possible when pointers and 

indirect referencing are used. In that case, a conservative estimate is to be used. 

From these, for each global data item i, define the set Gi as 

Gi = {x|i Є GRx U GDx}. 

 The set Gi represents the set of modules where the global data i is either 

referenced or defined. Where it is not possible to compute G accurately, the worst 

case should be taken. 

 Step 2: For each module x, determine the number of assumptions made by a 

caller module y aBout elements in Rxy (parameters returned from module x to y) 

through these steps: 

1. Initialize assumption count to 0. 

2. If i is a structured data element, decompose it into base types, and increment 

the assumption count by 1; else consider i minimal. 

3. Decompose base types, and if they are structured, increment the count by 1. 

4. For each minimal entity i, if module y makes some assumption about the 

value of i, increment the count by 2; else increment by 1. 

 Let TPxy represent the total number of assumptions made by a module y 

about parameters in Rxy.� 
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 Step 3: Determine TPxy, the total number of assumptions made by a module y 

called by the module x about elements in R y (parameters passed from module x to 

y). The method for computation is the same as in the previous step. 

 Step 4: For each data element i Є GDx (ie., the global data elements modified 

by the module x), determine the total number of assumptions made by other 

modules about i. These will be the modules other than x that use or modify i, Le., the 

set of modules to be considered is {Gi - {x}}. The counting method of step 2 is used. 

Let TGx be the total number of assumptions made by other modules about the 

elements in GDx. 

 Step 5: For a module x, the design logical ripple effect (DLRE) is defined as: 

X
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 DLREx is the total number of assumptions made by other modules that 

interact with x through either parameters or global data. The design stability (DS) of 

a module x is then defined as 

)1/(1 XX DLREDS   

 Step 6: The program design stability (PDS) is computed as 

)1/(1 x

x

DLREPDS   

 By following this sequence of steps, the design stability of each module and 

the overall program can be computed. The stability metric, in a sense, is trying to 

capture the notion of coupling of a module with other modules. The stability metrics 

can be used to compare alternative designs the larger the stability, the more 

maintainable the program. It can also be used to identify modules that are not very 

stable and that are highly coupled with other modules with a potential of high ripple 

effect. Changes to these modules will not be easy, hence a redesign can be 

considered to enhance the stability. Only a limited validation has been done for this 

metric. according to snother stability metric the effect of a change in a module i on 

another module j is represented as a probability. For the entire system, the effect of 

change is captured by the probability of change metrics C. An element C[i, j] of the 

matrix represents the probability that a change in module i will result in a change in 

module j. With this matrix the ripple effect of a change in a module can also be easily 

computed. This can then be used to model the stability of the system. The main 

problem with this metric is to estimate the elements of the matrix. 

1.3.3 Information Flow Metrics 

The network metrics of graph impurity had the basis that as the graph impurity in-

creases, the coupling increases. However, it is not a very good approximation for 

coupling, as coupling of a module increases with the complexity of the interface and 

the total number of modules a module is coupled with, whether it is the caller or the 
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callee. So, if we want a metric that is better at quantifying coupling between 

modules, it should handle these. The information flow metrics attempt to define the 

complexity in terms of the total information flowing through a module. 

In one of the earliest work on information flow metrics the complexity of a module is 

considered as depending on the intramodule complexity and the intermodule 

complexity. The intramodule complexity is approximated by the size of the module in 

lines of code (which is actually the estimated size at design time). The intermodule 

complexity of a module depends on the total information flowing in the module 

(inflow) and the total information flowing out of the module (outflow). The inflow of a 

module is the total number of abstract data elements flowing in the module (Le., 

whose values are used by the module), and the outflow is the total number of 

abstract data elements that are flowing out of the module (i.e., whose values are 

defined by this module and used by other modules). The module design complexity, 

Dc, is defined as 

Dc = size * (inflow * outflow)2 

The term (inflow * outflow) refers to the total number of combinations of input source 

and output destination. This term is squared, as the interconnection between the 

modules is considered a more important factor (compared to the internal complexity) 

determining the complexity of a module. This is based on the common experience 

that the modules with more interconnections are harder to test or modify compared 

to other similar-size modules with fewer interconnections. 

The metric defined earlier defines the complexity of a module purely in terms of the 

total amount of data flowing in and out of the module and the module size. A variant 

of this was proposed based on the hypothesis that the module complexity depends 

not only on the information flowing in and out, but also on the number of modules 

to or from which it is flowing. The module size is considered an insignificant factor, 

and complexity Dc for a module is defined as: 

Dc = fan_in * fan_out + inflow * outflow 

where fan_in represents the number of modules that call this module and fan_out is 

the number of modules this module calls. 

The main question that arises is how good these metrics are. For "good," we will have 

to define their purpose, or how we want to use them. Just having a number 

signifying the complexity is, in itself, of little use, unless it can be used to make 

some judgment about cost or quality. One way to use the information about 

complexity could be to identify the complex modules, as these modules are likely to 

be more error prone and form "hot spots" later, if they are left as is. Once these 

modules are identified, the design can be evaluated to see if the complexity is 

inherent in the problem or if the design can be changed to reduce the complexity. 

To identify modules that are "extra complex," we will have to define what complexity 

number is normal. Having a threshold complexity above which a module is 
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considered complex assumes the existence of a globally accepted threshold value. 

This may not be possible, as designs in different problem domains produce different 

types of modules. Another alternative is to consider a module against other modules 

in the current design only, instead of comparing the modules against a prespecified 

standard. That is, evaluate the complexity of the modules in the design and highlight 

modules that are, relatively speaking, more complex. In this approach, the criteria 

for marking a module complex is also determined from the current design. 

One such method for highlighting the modules was suggested in. Let avg_complexity 

be the average complexity of the modules in the design being evaluated, and let 

std_deviation be the standard deviation in the design complexity of the modules of 

the system. The proposed method classifies the modules in three categories: error-

prone, complex, and normal. If Dc is the complexity of a module, it can be classified 

as follows: 

 Error-prone  If Dc > avg_complexity + std_deviation  

 Complex  If avg_complexity < Dc < avg_complexity 

       + std_deviation 

 Normal Otherwise 

 Note that this definition of error-prone and complex is independent of the 

metric definition used to compute the complexity of modules. With this approach, a 

design can be evaluated by itself, not for overall design quality, but to draw attention 

to the error-prone and complex modules. This information can then be used to 

redesign the system to reduce the complexity of these modules (which also results in 

overall complexity reduction). This approach has been found to be very effective in 

identifying error-prone modules. In evaluations of some completed projects, it has 

been shown that error-prone and complex modules together highlight the modules in 

which most errors occurred. This suggests that for a project, modules thus 

highlighted during design time point to modules that will be "hot spots" if the design 

is not improved by reducing their complexity. Another use of this is that even if the 

complexity of these modules is not reduced (perhaps because the complexity is 

intrinsic in the problem), identification of error-prone modules can help in quality 

assurance later; these modules can be required to undergo more rigorous quality 

assurance. 

 

1.4  Suggested readings 

“Software Engineering: A Practitioner’s Approach” by Roger Pressman, Tata McGraw 

Hill Publications. 

“Software Engineering” by David Gustafson, Schaum’s Outlines Series. 

“An Integrated Approach to Software Engineering” by Pankaj Jalote. 

“Software Engineering” by Ian Sommerville, Pearson Education, Asia. 

“Software Engineering Concepts” by Richard Fairley, Tata McGraw Hill Publications. 
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“Fundamentals of software engineering”by Carlo Ghezi, Mehdi Jazayeri. 

“Software engineering: Theory and practice” by Shari Lawrence Pfleeger. 

“Fundamentals of Software Engineering” by Rajib Mall., PHI-India. 

 “Software Testing Techniques” by Boris Beizer, Dreamtech Press, New Delhi. 
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1.  Introduction: Coding 

The objective of the Coding phase is to transform the design of a system into a 

Code in a high level language and then to unit test this Code. Coding is undertaken 

once the design phase is complete and the design documents have been 

successfully reviewed. In the coding phase, every module identified and specified in 

the design document is independently coded and unit tested. The input to the coding 

phase is the design document. During the coding phase, different modules identified in 

the design document are coded according to the respective module specifications. 

Recall that at the end of the design phase we not only have the module structure of the 

system but also the module specifications where the data structures and algorithms 

for each module are specified. Therefore we can say that the objective of the coding 

phase is to transform the design of a system, as given by its module specifications into 

a high level language code and to unit test this code. 

Normally good software development organizations require there programmer to 

adhere to some well defined and standard style of coding called coding standards. 

Most software development organizations formulate their own coding standards that 

suit them most and require their engineers to follow these standards rigorously due to 

the following reasons: 

 A coding standard gives a uniform appearance to the codes written by 

different engineers. 

 It provides sound understanding of the code. 

 It encourages good programming practice. A coding standard list several 

rules to be followed during coding, such as the way the variables should be 
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named, the way the code should be laid out, error returns conventions and so 

forth. Beside the coding standards several coding guidelines are also suggested 

by software companies. Coding guidelines on the other hand provide only 

general suggestions regarding the coding style to be followed and leave the 

actual implementation of these guidelines to the discretion of the individual 

engineers. 

After a module has been coded usually code reviews are carried out to ensure that 

coding standards are followed and to detect as many errors as possible before testing. 

It is important to detect as many errors as possible during code reviews and during 

unit testing, because an error detected at these stages would require much less effort 

for debugging compared to that needed for fixing errors, if the same error was detected 

during integration or system testing.  

Good software development organizations usually develop their own coding 

standards and guidelines depending on what best suits their need and the type of the 

products they develop. Therefore we will just list some general coding standards and 

guidelines.  

2. Structured Coding Techniques 

 The goal of structured coding is to linearize control flow through a computer 

program so that the execution sequence follows the sequence in which the code is 

written. The dynamic structure of a program as it executes then resembles the static 

structure of the written text. This enhances readability of code, which eases 

understanding, debugging, testing, documentation and modification of programs. It 

also facilitates formal verification of programs. Linear flow of control can be achieved 

by restricting the set of allowed program constructs to single entry, single exit formats; 

however, strict adherence to nested, single entry, single exit constructs leads to 

questions concerning efficiency, questions about “reasonable” violations of single 

entry, single exit and questions about the proper role of the Goto statement in 

structured coding. These issues are discussed in the following subsections. 

2.1  Data Encapsulation 

 Data encapsulation involves packaging of a data structure and its access 

routines in a single module. The data structure is manipulated only by the access 

routines, and other routines use the data structure by calling the appropriate access 

routine. A data structure is thus defined by the operations that can be performed on it. 

Routines that use the structure need not know the details of data representation or 

data manipulation. In this manner, encapsulated data structures provide abstract 

objects in the same way that mathematical library routines provide abstract 

operations. 

 Data encapsulation should not be confused with abstract data types nor with 

data abstraction. An abstract data type is a user-defined template that can be used to 

create numerous instances of encapsulated data objects, in the same way that the 
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integer type can be used to create numerous instances of integer objects. Data 

encapsulation refers to a single instance of an abstract data object. Data abstraction is 

used to describe a design principle that incorporates both data encapsulation and 

abstract data types. 

In primitive programming languages such as FORTRAN, data encapsulation can be 

implemented in a manner that violates single entry, single exit and yet maintains 

linearity and locality of control flow. An example is presented in the following 

discussion. 

An encapsulated stack of integers, implemented in FORTRAN IV, is illustrated in 

Figure 1. The example is presented in FORTRAN to illustrate that modern concepts 

can often be implemented in primitive programming languages by using disciplined 

programming style. Subroutine INTSTK has three entry points, five RETURN 

statements. INTSTK is called to initialize the array index. Entry points PUSH and POP 

are invoked to place items on, and retrieve items from, the stack array. On impending 

stack overflow (INDEX.GE.100) or impending stack underflow (INDEX.LE.0) a GOTO 

statement is used to transfer control to error handling code that sets the error flag 

appropriately and returns control to the calling routine. It is the calling routine’s 

responsibility to test the error flag and proceed accordingly. 

To be strictly correct, STACK and INDEX should be placed in a COMMON block to 

make them static objects. Although most FORTRAN IV implementations allocate 

memory statically, there is no requirement to do so in the language standard; only 

COMMON blocks are guaranteed to be static. Placing the STACK array and INDEX 

pointer in a COMMON block would make them globally accessible, and this would 

violate the principle of information hiding used in the encapsulation. However, we 

would rely on programmer discipline to leave the COMMON block untouched by other 

routines, no matter how tempting or convenient. 

 The FORTRAN example in Figure 1 illustrates five basic features that must be 

provided by a data encapsulation facility: 

1. Multiple entry and return points. 

2. Local hidden source code and data encapsulation 

3. Static data objects 

4. An initialization section 

5. Exception handling 

 

 

SUBROUTINE INTSTK (ITEM, ERRFLG) 

C 

C ITEM IS THE STACK VALUE 

C ERRFLG IS THE ERROR FLAG 

C ERRFLG RETURN 0 IS NORMAL 
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C ERRFLG RETURN 1 IS STACK FULL 

C ERRFLG RETURN -1 IS STACK EMPTY 

C 

  INTEGER ITEM, ERRFLG, INDEX, STACK(100) 

C INDEX IS THE STACK POINTER 

C STACK IS THE ARRAY REPRESENTATION 

C INITIALIZATION CODE FOLLOWS 

  INDEX=0 

  RETURN 

C PUSH SECTION FOLLOWS 

  ENTRY PUSH 

  IF (INDEX.G1.100) GO TO 10 

  ERRFLG = 0 

  INDEX = INDEX + 1 

  STACK(INDEX) = ITEM 

 RETURN 

C POP SECTION FOLLOWS 

 ENTRY POP 

  IF (INDEX.LE.0) GO TO 20 

  ERRFLG = 0 

  ITEM = STACK (INDEX) 

  INDEX = INDEX – 1 

 RETURN 

C ERROR HANDLERS 

  10  ERRFLG = 1 

    RETURN 

  20  ERRFLG = -1 

  RETURN 

  END 

 

 

Figure 1: Stack encapsulation in FORTRAN IV 

2.2  The Goto Statement 

The Goto statement provides unconditional transfer of control and thus allows 

violation of single entry, single exit condition of structured coding. We have presented 

several examples where Goto statements were used to achieve a desired result in a 

manner that violates single entry, single exit and yet maintained locality and linearity 

of control flow. 

The Goto statement also can be used to simulate single entry, single exit constructs in 

primitive programming languages. Figure-2 illustrates use of the Goto statement in 
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FORTRAN IV to simulate if_then_else and while_do. As before, we use FORTRAN to 

illustrate that structured coding is possible in primitive programming languages 

through use of disciplined programming style. Preprocessors and macro processors are 

available to automatically translate structured constructs into FORTRAN IV, COBOL 

and various assembly languages (KER76). 

if B then S1 else S2;  IF(.NOT.(B)) Go TO 10 

     S1 

     GO TO 20 

    10 S2 

    20 CONTINUE 

Figure 2a: Simulation of if_then_else in FORTRAN IV 

while B do S  10 IF(.NOT.(B)) GO TO 20 

      S 

     GO TO 10 

    20 CONTINUE 

Figure 2b: Simulation of while_do in FORTRAN IV 

 

Figure-2: Simulation of structured control flow in FORTRAN IV 

 

As illustrated in the previous discussion, the Goto statement can be used in a 

positive manner. The goto statement is available in Pascal, Ada and most other 

modern programming languages. Wirth provides the following advice concerning the 

Goto statement (WIR74): 

A Goto statement should be reserved for unusual or uncommon situations where 

the natural structure of an algorithm has to be broken. A good rule is to avoid the 

use of jumps to express regular iteration or conditional execution of statements, 

for such jumps destroy the reflection of the structure of the computation in the 

textual (static) structure of the program. Moreover, the lack of correspondence 

between textual and computational (static and dynamic) structure is extremely 

detrimental to the clarity of the program and makes the task of verification much 

more difficult. 

 Although the Goto statement can often be used with positive effect on program 

clarity, it is an extremely low-level construct (analogous to a machine-level jump 

operation) and is easily misused. A serious problem in using Goto statements is the 

insidious mind set that results from thinking in terms of Gotos. For instance, code for 

a four-way selection might be implemented using Gotos in the following manner: 

if (Condition 1) then go to L1; 

   if (Condition 2) then go to L2; 

   if (Condition 3) then go to L3; 
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   goto L4; 

  L1: -- Code for Condition 1 

   goto L5 

  L2: -- Code for Condition 2 

   goto L5 

  L3: -- Code for Condition 3 

   goto L5 

  L4: -- Code for all other Conditions 

  L5: Continue 

 

 In primitive programming languages, this goto version may be the best 

structure that can be achieved. 

 A preferable structure is the more compact form: 

if (Condition 1) then 

   -- Code for Condition 1; 

  elseif (Condition 2) then 

   -- Code for Condition 2; 

  elseif (Condition 3) then 

   -- Code for Condition 3; 

  else 

   -- Code for Condition 4; 

  end if; 

 

If one is accustomed to programming with gotos, the clearer and more compact 

solution that results from nested else_if constructs may not come to mind as readily as 

the goto version, even though else_if is available in the implementation language. 

In summary, the Goto statement can be a valuable mechanism when used in a 

disciplined and stylistic manner. As a general rule, forward Gotos to exit local 

constructs and to transfer control to local error-handling code are acceptable. GOTO 

statements that transfer control to remote regions of the code, or that jump in and out 

of code segments in clever ways destroy the linearity and locality of control flow. They 

are to be avoided. 

2.3 Recursion 

A recursive subprogram is one that calls itself, either directly or indirectly; 

recursion is a powerful and elegant programming technique. When properly used, 

recursive subprograms are easy to understand, and are just as efficient as, if not more 

efficient than, iterative implementations of inherently recursive algorithms. The goals 

of clarity and efficiency are thus served by appropriate use of recursion. 

Recursive algorithms arise naturally in conjunction with recursive data structures 

(e.g., linked lists, trees) when the exact topology and number of elements in the 
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structure are not known, and in other situations that require backtracking algorithms. 

For example, an algorithm for in-order traversal of binary trees can be expressed 

recursively as 

 Procedure IN_ORDER(T:POINTER) is 

  Begin 

   if (T /= null) then 

    IN_ORDER(T.LEFT); 

    P(T); 

    IN_ORDER(T.RIGHT); 

   end if; 

  end IN_ORDER; 

 

 In this example, P(T) is a procedure that is invoked to process nodes of the tree 

as they are encountered in IN_ORDER fashion. 

The distinguishing characteristic of recursive subprograms is use of a system provided 

stack to hold values of local variables, parameters, and return points during recursive 

calls. A FORTRAN system that uses static memory allocation cannot support recursive 

subprograms because a stack is required to record successive return addresses on 

successive invocations prior to returns. Recursive invocation of a routine under static 

memory management would result in overwriting of the original return address for the 

routine. Recursion can be simulated in statically allocated languages such as 

FORTRAN, but a great deal of code must be supplied by the programmer to manipulate 

an explicitly declared stack data structure. The required effort is usually not cost-

effective. 

Recursion is used inappropriately to implement algorithms that are inherently 

iterative; such algorithms do not require a stack or any other backtracking 

mechanism. Examples of inappropriate use of recursion include routines to compute 

factorials and Fibonacci numbers: 

function FACTORIAL(N: NATURAL) return NATURAL is 

begin 

    return(if N = 0 then 1 else N * FACTORIAL(N-1)); 

end FACTORIAL; 

 

procedure FIBONACCI(N:NATURAL) return NATURAL is 

begin 

    return (if N = 0) then 0 

 elseif(N = 1) then 1) 

   else FIBONACCI(N-2) + FIBONACCI(N-1)); 

end FIBONACCI; 
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These routines are often used in introductory programming texts to illustrate 

recursive implementation of recursive specifications: 

 

FACTORIAL(0) = 1 

FACTORIAL(N) = N * FACTORIAL(N-1) for all N > 0 

And 

FIBONACCI(0) = 0 FIBONACCI(1) = 1 

FIBONACCI(N) = FIBONACCI(N-1) + FIBONACCI(N-2) for all N > 1 

  

 Recursion is a powerful specification technique, and in appropriate 

circumstances a powerful implementation technique. However, a recursive 

specification does not necessarily imply a recursive implementation. Functional 

specifications state what is required, not how to achieve it. The algorithmic form of a 

recursive specification is often best expressed in an iterative manner. Straightforward 

iterative algorithms for factorial and Fibonacci follow: 

  

function FACTORIAL(N: NATURAL) return NATURAL is 

     FAC: NATURAL :=1; 

 begin 

 for I in 2..N loop 

     FAC := FAC * I; 

 end loop; 

 return(FAC); 

 end FACTORIAL; 

 

  function FIBONACCI(N: NATURAL) return NATURAL is 

  FIB, UPDATE, TEMP: NATURAL; 

  Begin 

     if N = 0 then return(0); endif; 

   if N = 1 then return(1); endif; 

  FIB :=1; UPDATE :=1; 

  For I in 3..N loop 

 TEMP :=FIB; 

   FIB := FIB + UPDATE; 

   UPDATE := TEMP; 

  end loop; 

   return(FIB); 

  end FIBONACCI; 
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 Recursive implementations of factorial and Fibonacci numbers are 

inappropriate because there is no inherent need for recursion as there is in tree 

traversal and other backtracking algorithms. One might argue that the recursive 

implementation of Fibonacci is easier to understand than the iterative version, and 

this might be sufficient justification for using a recursive version of an inherently 

iterative algorithm. 

On the other hand, an iterative implementation of an inherently recursive algorithm 

will result in a user-maintained stack to simulate recursion or clever manipulation of 

pointers in the data structure to set up backtracking links. This is sometimes less 

efficient and is always less understandable than a recursive implementation. 

We note in passing that some features of the Ada programming language have been 

used to improve the quality of the factorial function illustrated above. We have 

assumed that type of NATURAL is a user-defines data type whose objects are the 

nonnegative integers. It is illegal for objects of type NATURAL to take on negative 

values. The run-time system will check this condition, and it is thus not necessary for 

the program to check negative values of N on entry to the routine. 

Local variable FAC is initialized to 1 in the declaration statement. If the value of N 

passed in is 0 or 1, control will fall through the for loop, and the proper value (1) will 

be associated with the function name via the return statement. If N is not 1, FAC is 

properly initialized for the loop. 

On subsequently entries to the routine, FAC will be reinitialized to 1, ensuring correct 

functioning of the routine. Note that FAC is initialized dynamically at run time, rather 

than statically at compile time. This is analogous to initializing a variable using an 

assignment statement in FORTRAN rather than using the DATA statement, which 

causes static initialization. 

2.4 Single Entry, Single Exit Constructs 

In 1966, Bohm and Jacopini published a paper in which they demonstrated that 

sequencing, selection among alternative actions and iteration is a sufficient set of 

constructs for describing the control flow of every conceivable algorithm (BOH66). They 

argued that every Turing machine program can be written in this manner. Because the 

Turing machine is the fundamental model of computation, it follows that every 

algorithm (every Turing machine program) can be written using sequencing, selection 

and iteration. 

 A modified version of the Bohm-Jacopini theorem can be stated as follows: 

A single entry, single exit program segment that has all statements on some path 

from the entry to the exit can be specified using only sequencing, selection and 

iteration. 

 

 A sufficient set of single entry, single exit constructs for specifying control flow 

in algorithms is 
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Sequencing: S1; S2; S3; 

Selection: if B then S1 else S2; 

Iteration: while B do S; 

The single entry, single exit nature of these constructs is illustrated in Figure 3. The 

single entry, single exit property permits nesting of constructs within one another in 

any desired fashion; each statement Si must be assignment statement, a procedure 

call, an if_then_else, or a while_do. Statements of the latter forms may in turn contain 

nested statements. The most important aspect of the single entry, single exit property 

is that linearity of control flow is retained, even with arbitrary deep nesting of 

constructs. 

 

 
Figure 3. 

  

 Additional single entry, single exit constructs are widely used in practice. For 

example, Pascal provides the control-flow constructs illustrated in Figure 4. Each 

construct in Figure 3 can be expressed in terms of sequencing, if_then_else, and 

while_do: “if B then S” as “if B then S else null”; “case” as a sequence of nested 

if_then_else; and “repeat” as the sequence 

 

   S1; 

   While (not B) do S1; 

A “for” loop can be expressed as a sequence of the form 

    S0; 



BCA Part-III  Paper : BCA-305 38 

    While B loop 

    S1; 

    S2; 

    End loop; 

where S0 initializes the loop variable, B tests the limit, and S2 increments (or 

decrements) the loop variable; S1 is the loop body. 

It should not be surprising that the constructs illustrated in Figure 4 can be expressed 

in terms of sequence, if_then_else, and while_do. This is assured by the Bohm-

Jacopini theorem. A different sufficient set of constructs for structured coding is 

sequencing, the case statement for selection, and repeat_untill for iteration; all of the 

constructs in Figure 4 can be expressed in terms of sequence, case and repeat 

constructs. The total set of constructs provided by Pascal and other modern 

programming languages offers increased notational convenience, increased readability 

and in some cases, increased efficiency. They are not necessary; sequencing and 

conditional branching are the only necessary control flow mechanisms because the 

Bohm-Jacopini requirements of selection and iteration can be implemented using 

conditional branching. 

The set of structured constructs selected for use in any particular application is 

primarily a matter of notational convenience; however, the selected constructs should 

be conceptually simple and widely applicable in practice. 
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Figure 4 
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3.  Structured Programming 

As stated earlier the basic objective of the coding activity is to produce programs that 

are easy to understand. It has been argued by many that structured programming 

practice helps develop programs that are easier to understand. The structured pro-

gramming movement started in the 1970s, and much has been said and written about 

it. Now the concept pervades so much that it is generally accepted-even implied that 

programming should be structured. Though a lot of emphasis has been placed on 

structured programming, the concept and motivation behind structured programming 

are often not well understood. Structured programming is often regarded as "Goto-

Iess" programming. Although extensive use of Gotos is certainly not desirable, 

structured programs can be written with the use of Gotos. Here we provide a brief 

discussion on what structured programming is. 

A program has a static structure as well as a dynamic structure. The static structure 

is the structure of the text of the program, which is usually just a linear organization 

of statements of the program. The dynamic structure of the program is the sequence of 

statements executed during the execution of the program. In other words, both the 

static structure and the dynamic behavior are sequences of statements; where the 

sequence representing the static structure of a program is fixed, the sequence of 

statements it executes can change from execution to execution. 

The general notion of correctness of the program means that when the program 

executes, it produces the desired behavior. To show that a program is correct, we need 

to show that when the program executes, its behavior is what is expected. 

Consequently, when we argue about a program, either formally to prove that it is 

correct or informally to debug it or convince ourselves that it works, we study the 

static structure of the program (i.e., its code) but try to argue about its dynamic 

behavior. In other words, much of the activity of program understanding is to 

understand the dynamic behavior of the program from the text of the program. 

It will clearly be easier to understand the dynamic behavior if the structure in the 

dynamic behavior resembles the static structure. The closer the correspondence 

between execution and text structure, the easier the program is to understand, and 

the more different the structure during execution, the harder it will be to argue about 

the behavior from the program text. The goal of structured programming is to ensure 

that the static structure and the dynamic structures are the same. That is, the 

objective of structured programming is to write programs so that the sequence of 

statements executed during the execution of a program is the same as the sequence of 

statements in the text of that program. As the statements in a program text are 

linearly organized, the objective of structured programming becomes developing 

programs whose control flow during execution is linearized and follows the linear 

organization of the program text. 
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Clearly, no meaningful program can be written as a sequence of simple 

statements without any branching or repetition (which also involves branching). So, 

how is the objective of linearizing the control flow to be achieved? By making use of 

structured constructs. In structured programming, a statement is not a simple 

assignment statement, it is a structured statement. The key property of a structured 

statement is that it has a single-entry and a single-exit. That is, during execution, the 

execution of the (structured) statement starts from one defined point and the 

execution terminates at one defined point. With single-entry and single-exit 

statements, we can view a program as a sequence of (structured) statements. And if all 

statements are structured statements, then during execution, the sequence of 

execution of these statements will be the same as the sequence in the program text. 

Hence, by using single-entry and single-exit statements, the correspondence between 

the static and dynamic structures can be obtained. The most commonly used single-

entry and single-exit statements are: 

Selection: if B then Sl else S2 

 if B then 81 

Iteration: While B do S 

 repeat S until B 

Sequencing: Sl; S2; 83;... 

It can be shown that these three basic constructs are sufficient to program any 

conceivable algorithm. Modern languages have other such constructs that help 

linearize the control flow of a program, which, generall1 speaking, makes it easier to 

understand a program. Hence, programs should be written so those, as far as possible, 

single-entry, single-exit control constructs are used. The basic goal, as we have tried to 

emphasize, is to make the logic of the program simple to understand. No hard-and-fast 

rule can be formulated that will be applicable under all circumstances. Structured 

programming practice forms a good basis and guideline for writing programs clearly. 

It should be pointed out that the main reason structured programming was 

promulgated is formal verification of programs. As we will see later in this chapter, 

during verification, a program is considered a sequence of executable statements, and 

verification proceeds step by step, considering one statement in the statement list (the 

program) at a time. Implied in these verification methods is the assumption that 

during execution, the statements will be executed in the sequence in which they are 

organized in the program text. If this assumption is satisfied, the task of verification 

becomes easier. Hence, even from the point of view of verification, it is important that 

the sequence of execution of statements is the same as the sequence of statements in 

the text. 

A final note about the structured constructs. Any piece of code with a single-

entry and single-exit cannot be considered a structured construct. If that is the case, 

one could always define appropriate units in any program to make it appear as a 
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sequence of these units (in the worst case, the whole program could be defined to be a 

unit). The basic objective of using structured constructs is to linearize the control flow 

so that the execution behavior is easier to understand and argue about. In linearized 

control flow, if we understand the behavior of each of the basic constructs properly, 

the behavior of the program can be considered a composition of the behaviors of the 

different statements. For this basic approach to work, it is implied that we can clearly 

understand the behavior of each construct. This requires that we be able to succinctly 

capture or describe the behavior of each construct. Unless we can do this, it will not be 

possible to compose them. Clearly, for an arbitrary structure, we cannot do this merely 

because it has a single-entry and single-exit. It is from this viewpoint that the 

structures mentioned earlier are chosen as structured statements. There are well-

defined rules that specify how these statements behave during execution, which allows 

us to argue about larger programs. 

Overall, it can be said that structured programming, in general, leads to 

programs that are easier to understand than unstructured programs, and that such 

programs are easier (relatively speaking) to formally prove. However, it should be kept 

in mind that structured programming is not an end in itself. Our basic objective is that 

the program be easy to understand. And structured programming is a safe approach 

for achieving this objective. Still, there are some common programming practices that 

are now well understood that make use of unstructured constructs (e.g., break 

statement, continue statement). Although efforts should be made to avoid using 

statements that effectively violate the single-entry single-exit property, if the use of 

such statements is the simplest way to organize the program, then from the point of 

view of readability, the constructs should be used. The main point is that any 

unstructured construct should be used only if the structured alternative is harder to 

understand. This view can be taken only because we are focusing on readability. If the 

objective was formal verifiability, structured programming will probably be necessary. 
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1.  Introduction 

Software testing is a process of verifying and validating that a software 

application or program  

1. Meets the business and technical requirements that guided its design 

and development, and 

2.  Works as expected.  

Software testing also identifies important defects, flaws or errors in the application 

code that must be fixed. The modifier “important” in the previous sentence is well 

important because defects must be categorized by severity. 

During test planning we decide what an important defect is by reviewing the 

requirements and design documents with an eye towards answering the question 

“Important to whom?” Generally speaking, an important defect is one that from the 

customer’s perspective affects the usability or functionality of the application. Using 

colors for a traffic lighting scheme in a desktop dashboard may be a no-brainer during 

requirements definition and easily implemented during development but in fact may 

not be entirely workable if during testing we discover that the primary business 

sponsor is color blind. Suddenly, it becomes an important defect. (About 8% of men 

and .4% of women have some form of color blindness.) 

The quality assurance aspect of software development—documenting the degree to 

which the developers followed corporate standard processes or best practices—is not 

addressed in this lesson because assuring quality is not a responsibility of the testing 

team. The testing team cannot improve quality; they can only measure it, although it 
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can be argued that doing things like designing tests before coding begins will improve 

quality because the coders can then use that information while thinking about their 

designs and during coding and debugging. 

 Software testing has three main purposes: verification, validation, and defect 

finding. 

 The verification process confirms that the software meets its technical 

specifications. A “specification” is a description of a function in terms of a measurable 

output value given a specific input value under specific preconditions. A simple 

specification may be along the line of “a SQL query retrieving data for a single account 

against the multi-month account-summary table must return these eight fields <list> 

ordered by month within 3 seconds of submission.” 

 The validation process confirms that the software meets the business 

requirements. A simple example of a business requirement is “After choosing a branch 

office name, information about the branch’s customer account managers will appear in 

a new window. The window will present manager identification and summary 

information about each manager’s customer base: <list of data elements>.” Other 

requirements provide details on how the data will be summarized, formatted and 

displayed 

 A defect is a variance between the expected and actual result. The defect’s 

ultimate source may be traced to a fault introduced in the specification, design, or 

development (coding) phases. 

2.  Testing fundamentals 

  In this section we will first define some of the terms that are commonly 

used when discussing testing. Then we will discuss some basic issues relating to 

how testing can proceed, the need for oracles for testing, the importance of 

psychology of the tester, and some desirable properties for the criteria used for 

testing.   

2.1 Error, Fault, Failure: 

The intuitive meaning of the term error to refer to problems in requirements, design, or 

code. Sometimes error, fault, and failure are used interchangeably, and sometimes 

they refer to different concepts. Let us start by defining these concepts clearly. We 

follow the IEEE definitions for these terms. 

The term error is 'used in two different ways. It refers to the discrepancy between a 

computed, observed, or measured value and the true, specified, or theoretically correct 

value. That is, error refers to the difference between the actual output of a software and 

the correct output. In this interpretation, error is essentially a measure of the difference 

between the actual and the ideal. Error is also used to refer to human actions that result 

in software containing a defect or fault. This definition is quite general and encompasses 

all the phases. 
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Fault is a condition that causes a system to fail in performing its required 

function. A fault is the basic reason for software malfunction and is synonymous with 

the commonly used term bug. The term error is also often used to refer to defects 

(taking a variation of the second definition of error). In this book we will continue to 

use the terms in the manner commonly used, and no explicit distinction will be made 

between errors and faults, unless necessary. It should be noted that the only faults 

that a software has are "design faults"; there is no wear and tear in software. 

Failure is the inability of a system or component to perform a required function 

according to its specifications. A software failure occurs if the behavior of the 

software is different from the specified behavior. Failures may be caused due to 

functional or performance reasons. A failure is produced only when there is a fault in 

the system. However, presence of a fault does not guarantee a failure. In other words, 

faults have the potential to cause failures and their presence is a necessary but not a 

sufficient condition for failure to occur. Note that the definition does not imply that a 

failure must be observed. It is possible that a failure may occur but not be detected. 

Note also that what is called a "failure" is dependent on the project, and its exact 

definition is often left to the tester or project manager. For example, is a misplaced line 

in the output a failure or not? Clearly, it depends on the project; some will consider it a 

failure and others will not. Take another example. If the output is not produced within 

a given time period, is it a failure or not? For a real-time system this may be viewed as 

a failure, but for an operating system it may not be viewed as a failure. This means 

that there can be no general definition of failure, and it is up to the project manager or 

end user to decide what will be considered a failure for reliability purposes. Note that 

in the example of a misplaced line, a defect might be recorded, and even corrected 

later, but its occurrence might not be considered a failure. 

There are some implications of these definitions. Presence of an error (in the state) 

implies that a failure must have occurred, and the observance of a failure implies that 

a fault must be present in the system. However, the presence of a fault does not imply 

that a failure must occur. The presence of a fault in a system only implies that the 

fault has a potential to cause a failure to occur. Whether a fault actually manifests 

itself in a certain time duration depends on many factors. This means that if we 

observe the behavior of a system for some time duration and we do not observe any 

errors, we cannot say anything about the presence or absence of faults in the system. 

If, on the other hand, we observe some failure in this duration, we can say that there 

are some faults in the system. 

There are direct consequences of this on testing. In testing, system behavior is 

observed, and by observing the behavior of a system or a component during testing, we 

determine whether or not there is a failure. Because of this fundamental reliance on 

behavior observation, testing can only reveal the presence of faults, not their absence. 

By observing failures of the system we can deduce the presence of faults; but by not 
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observing a failure during our observation (or testing) interval we cannot claim that 

there are no faults in the system. An immediate consequence of this is that it becomes 

hard to decide for how long we should test a system without observing any failures 

before deciding to stop testing. This makes "when to stop testing" one of the hard 

issues in testing. 

During the testing process, only failures are observed, by which the presence of faults 

is deduced. That is, testing only reveals the presence of faults. The actual faults are 

identified by separate activities, commonly referred to as "debugging." In other words, 

for identifying faults, after testing has revealed the presence of faults, the expensive 

task of debugging has to be performed. This is one of the reasons why testing is an 

expensive method for identification of faults, compared to methods that directly 

observe faults.  

2.2 Reliability: 

Reliability of a product specifies the probability of failure-free operation of that product 

for a given time duration. As we discussed, unreliability of any product comes due to 

failures or presence of faults in the system. As software does not "wear out" or "age" as 

a mechanical or an electronic system does, the unreliability of software is primarily due 

to bugs or design faults in the software. It is widely believed that with the current level 

of technology it is impossible to detect and remove all the faults in a large software 

system (particularly before delivery). Consequently, a software system is expected to 

have some faults in it. 

Reliability is a probabilistic measure that assumes that the occurrence of failure of 

software is a random phenomenon. That is, if we define the life of a software system as 

a variable, this is a random variable that may assume different values in different 

invocations of the software. This randomness of the failure occurrences is necessary for 

reliability modeling. Here, by randomness all that is meant is that the failure cannot be 

predicted accurately. This assumption will generally hold for larger systems, but may 

not hold for small programs that have bugs. 

2.3 Top-down and bottom-up approach: 

   All design contains hierarchies as creating a hierarchy is a natural way to 

manage complexity. Most design methodologies for software also produce hierarchies. 

The question at coding time is; given the hierarchy of modules produced by design, in 

what order the modules be built—starting form the top or starting from the bottom 

level?. 

  In a Top down implementation, the implementation starts from the top of the 

hierarchy and proceeds to the lower levels. First the main module is implemented then 

its subordinates are implemented, and their subordinates, and so on. In a Bottom-up 

implementation the process is the reverse. The development starts with implementing 

the modules at the bottom of the hierarchy and proceeds through the higher levels 

until it reaches the top. 
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3 Levels of Testing 

 Testing is usually relied upon to detect the faults remaining from earlier stages, 

in addition to the faults introduced during coding itself. Due to this, different levels of 

testing are used in the testing process; each level of testing aims to test different 

aspects of the system. 

 The basic levels are unit testing, integration testing, and system and acceptance 

testing. These different levels of testing attempt to detect different types of faults. The 

relation of the faults introduced in different phases, and the different levels of testing 

are shown in Figure-1 

 
Figure-1 

 

 The first level of testing is called unit testing. In this, different modules are 

tested against the specifications produced during design for the modules. Unit testing 

is essentially for verification of the code produced during the coding phase, and hence 

the goal is to test the internal logic of the modules. It is typically done by the 

programmer of the module. A module is considered for integration and use by others 

only after it has been unit tested satisfactorily. We have discussed it in more detail the 

previous chapter. 
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The next level of testing is often called integration testing. In this, many unit tested 

modules are combined into subsystems, which are then tested. The goal here is to see 

if the modules can be integrated properly. Hence, the emphasis is on testing interfaces 

between modules. This testing activity can be considered testing the design. 

The next levels are system testing and acceptance testing. Here the entire software 

system is tested. The reference document for this process is the requirements docu-

ment, and the goal is to see if the software meets its requirements. This is essentially a 

validation exercise, and in many situations it is the only validation activity. Acceptance 

testing is sometimes performed with realistic data of the client to demonstrate that the 

software is working satisfactorily. Testing here focuses on the external behavior of the 

system; the internal logic of the program is not emphasized. Consequently, mostly 

functional testing is performed at these levels. 

These levels of testing are performed when a system is being built from the components 

that have been coded. There is another level of testing, called regression testing, that is 

performed when some changes are made to an existing system. We know that changes 

are fundamental to software; any software must undergo changes. Frequently, a 

change is made to "upgrade" the software by adding new features and functionality. 

Clearly, the modified software needs to be tested to make sure that the new features to 

be added do indeed work. However, as modifications have been made to an existing 

system, testing also has to be done to make sure that the modification has not had any 

undesired side effect of making some of the earlier services faulty. That is, besides 

ensuring the desired behavior of the new services, testing has to ensure that the 

desired behavior of the old services is maintained. This is the task of regression testing. 

For regression testing, some test cases that have been executed on the old system are 

maintained, along with the output produced by the old system. These test cases are 

executed again on the modified system and its output compared with the earlier output 

to make sure that the system is working as before on these test cases. This frequently 

is a major task when modifications are to be made to existing systems. 

A consequence of this is that the test cases for systems should be properly documented 

for future use in regression testing. In fact, for many systems that are frequently 

changed, regression testing scripts are used, which automate performing regression 

testing after some changes. A regression testing script executes a suite of test cases. 

For each test case, it sets the system state for testing, executes the test case, 

determines the output or some aspect of system state after executing the test case, and 

checks the system state or output against expected values. These scripts are typically 

produced during system testing, as regression testing is generally done only for 

complete systems. When the system is modified, the scripts are executed again, giving 

the inputs specified in the scripts and comparing the outputs with the outputs given in 

the scripts. Given the scripts, through the use of tools, regression testing can be largely 

automated. 



BCA Part-III 50 Paper : BCA-305 

 

Even with testing scripts, regression testing of large systems can take a considerable 

amount of time, particularly because execution and checking of all the test cases 

cannot be automated. If a small change is made to the system, often executing the 

entire suite of test cases is not justified, and the system is tested only with a subset of 

test cases. This requires prioritization of test cases. For prioritization, generally more 

data about each test case is recorded, which is then used during a regression testing to 

prioritize. For example, one approach is to record the set of blocks that each test case 

executes. If some part of the code has changed, then the test cases that execute the 

changed portion get the highest priority for regression testing. Test case prioritization 

is an active research area and many different approaches have been proposed in 

literature for this. We will not discuss it any further. 

4 Test Cases and Test Criteria 

A test care is a set of conditions or variables under which a tester will determine 

whether a system under test satisfies requirements or works correctly. Having test 

cases that are good at revealing the presence of faults is central to successful testing. 

The reason for this is that if there is a fault in a program, the program can still provide 

the expected behavior for many inputs. Only for the set of inputs that exercise the fault 

in the program will the output of the program deviate from the expected behavior. 

Hence, it is fair to say that testing is as good as its test cases. 

Ideally, we would like to determine a set of test cases such that successful execution of 

all of them implies that there are no errors in the program. This ideal goal cannot 

usually be achieved due to practical and theoretical constraints. Each test case costs 

money, as effort is needed to generate the test case, machine time is needed to execute 

the program for that test case, and more effort is needed to evaluate the results. 

Therefore, we would also like to minimize the number of test cases needed to detect 

errors. These are the two fundamental goals of a practical testing activity-maximize the 

number of errors detected and minimize the number of test cases (i.e., minimize the 

cost). As these two are frequently contradictory, the problem of selecting the set of test 

cases with which a program should be tested becomes more complex. 

While selecting test cases the primary objective is to ensure that if there is an error or 

fault in the program, it is exercised by one of the test cases. An ideal test case set is 

one that succeeds (meaning that its execution reveals no errors) only if there are no 

errors in the program. One possible ideal set of test cases is one that includes all the 

possible inputs to the program. This is often called exhaustive testing. However, 

exhaustive testing is impractical and infeasible, as even for small programs the number 

of elements in the input domain can be extremely large. 

So, how should we select our test cases? On what basis should we include some 

element of the program domain in the set of test cases and not include others? For this 

test selection criterion (or simply test criterion) can be used. For a given program P and 

its specifications S, a test selection criterion specifies the conditions that must be 
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satisfied by a set of test cases T. The criterion becomes a basis for test case selection. 

For example, if the criterion is that all statements in the program be executed at least 

once during testing, then a set of test cases T satisfies this criterion for a program P if 

the execution of P with T ensures that each statement in P is executed at least once. 

There are two fundamental properties for a testing criterion: reliability and validity. A 

criterion is reliable if all the sets (of test cases) that satisfy the criterion detect the same 

errors. That is, it is insignificant which of the sets satisfying the criterion is chosen; 

every set will detect exactly the same errors. A criterion is valid if for any error in the 

program there is some set satisfying the criterion that will reveal the error. A 

fundamental theorem of testing is that if a testing criterion is valid and reliable, if a set 

satisfying the criterion succeeds (revealing no faults), then the program contains no 

errors. However, it has been shown that no algorithm exists that will determine a valid 

criterion for an arbitrary program. 

Getting a criterion that is reliable and valid and that can be satisfied by a manageable 

number of test cases is usually not possible. So, often criteria are chosen that are not 

valid or reliable like "90% of the statements should be executed at least once." Often a 

criterion is not even clearly specified, as in "all special values in the domain must be 

included" (what is a "special value"?). 

Even when the criterion is specified, generating test cases to satisfy a criterion is not 

simple. In general, generating test cases for most of the criteria cannot be automated. 

For example, even for a simple criterion like "each statement of the program should be 

executed," it is extremely hard to construct a set of test cases that will satisfy this 

criterion for a large program, even if we assume that all the statements can be 

executed (Le., there is no part that is not reachable). 

A criterion C1 includes (or subsumes) the criterion 02 if for every program P and its 

specification S, any set of test cases that satisfy 01 also satisfy C2. This relation is 

represented as 01 =} C2, and is a transitive relation. One may think that if 01 =} C2, 

testing based on 01 will always be better than testing based on C2. Unfortunately, this 

is not the case. The reason is that the fault-detection capability of a set of test cases T 

that satisfy a criterion C depends on the actual test cases in T and not just C (Le., the 

criterion is not valid). In other words, if T1 and T2 both satisfy C for a program P, it 

does not mean that T1 and T2 will execute the same paths of P and detect the same 

faults in P. Because  the actual test cases also playa role in whether or not an error in 

a program is detected, in general, it is possible to have a situation where C1  C2, T1 

satisfies C1, T2 satisfies C2, but T2 detects an error that T1 does not. However, if similar 

methods are used for test case generation then, generally speaking, C1 will be better for 

testing than C2 if C1  C2. 

The intent of the preceding discussion is to illustrate that no single criterion will serve 

the purpose of detecting a reasonable number of errors in a program. Though 

frequently the focus is on the criterion, to use a criterion for testing, the strategy for 
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generating test cases to satisfy a criterion is also important. As it is generally known 

that all the faults in a program cannot be practically revealed by testing, and due to 

the limitations of the test criterion, it is best that during testing more than one 

criterion be used. 

5 Test Case Execution and Analysis 

With the specification of test cases, the next step in the testing process is to execute 

them. This step is also not straightforward. The test case specifications only specify the 

set of test cases for the unit to be tested. However, executing the test cases may require 

construction of driver modules or stubs. It may also require modules to set up the 

environment as stated in the test plan and test case specifications. Only after all these 

are ready can the test cases be executed. Sometimes, the steps to be performed to 

execute the test cases are specified in a separate document called the test procedure 

specification. This document specifies any special requirements that exist for setting 

the test environment and describes the methods and formats for reporting the results 

of testing. Measurements, if needed, are also specified, along with methods to obtain 

them. 

Various outputs are produced as a result of test case execution for the unit under test. 

These outputs are needed to evaluate if the testing has been satisfactory. 

The most common outputs are the test summary report, and the error report. The test 

summary report is meant for project management, where the summary of the entire 

test case execution is provided. The summary gives the total number of test cases 

executed, the number and nature of errors found, and a summary of the metrics data 

collected. The error report is the details of the errors found during testing. 

Testing requires careful monitoring, as it consumes the maximum effort, and has a 

great impact on final quality. A few metrics are very useful for monitoring testing. 

Testing effort is the total effort actually spent by the team in testing activities,- and is 

an indicator of whether or not sufficient testing is being performed. If inadequate 

testing is done, it will be reflected in a reduced testing effort or reduced testing 

schedule. From the plan and past experience we should know the expected effort and 

duration of testing. The estimated effort is used for monitoring. Such monitoring can 

catch the "miracle finish" cases; where the project "finishes" suddenly, soon after the 

coding is done. Such "finishes" occur for reasons such as unreasonable schedules, 

personnel shortages, and slippage of schedule. Such a finish usually implies that to 

finish the project the testing phase has been compressed too much, which is likely to 

mean that the software has not been evaluated properly. 

Computer time consumed during testing is another measure that can give valuable 

information to project management. In general, in a software development project, the 

computer time consumption is low at the start, increases as time progresses, and 

reaches a peak. Thereafter it is reduced as the project reaches its completion. 

Maximum computer time is consumed during the latter part of coding and testing. By 
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monitoring the computer time consumed, one can get an idea about how thorough the 

testing has been. Again, by comparing the previous buildups in computer time 

consumption, computer time consumption of the current project can provide valuable 

information about whether or not the testing is adequate. 

The error report gives the list of all the defects found. The defects are generally also 

categorized into different categories. To facilitate reporting and tracking of defects 

found during testing (and other quality control activities), defects found must be 

properly recorded. This recording is generally done using tools. Let us now look at the 

defect logging and tracking activity, and how some simple analysis can be done on the 

defect data to aid project monitoring. With defect logging using tools, the error report is 

really a view of the logged defect data. 

6 .         Test Report  

 A large software project may include thousands of defects that are found by different 

people at different stages of the project. Often the person who fixes a defect is different 

than the person who finds or reports the defect. In such a scenario, defect reporting 

and closing cannot be done informally. The use of informal mechanisms may lead to 

defects being found but later forgotten, resulting in defects not getting removed or in 

extra effort in finding the defect again. Hence, defects found must be properly logged in 

a system and their closure tracked. Defect logging and tracking is considered one of 

the best practices for managing a project, and is followed by most software 

organizations. 

Let us understand the life cycle of a defect. A defect can be found by anyone at 

anytime. When a defect is found, it is logged in a defect control system, along with 

sufficient information about the defect. The defect is then in the state "submitted," 

essentially implying that it has been logged along with information about it. The job of 

fixing the defect is then assigned to some person, who is generally the author of the 

document or code in which the defect is found. The assigned person does the 

debugging and fixes the reported defect, and the defect then enters the "fixed" state. 

However, a defect that is fixed is still not considered as fully done. The successful fixing 

of the defect is verified. This verification may be done by another person (often the 

submitter), or by a test team, and typically involves running some tests. Once the 

defect fixing is verified, then the defect can be marked as "closed." In other words, the 

general life defect has three states-submitted, fixed, and closed, as shown in Figure-2. 

A defect that is not closed is also called open.  

Figure-2 
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This is a typical life cycle of a defect which is used in many organizations. 

However, the life cycle can be expanded or contracted to suit the purposes of the 

project or the organization. For example, some organizations developing critical 

systems may have more stages in the life cycle to track the defect more closely. 

Similarly, in a small non-critical project, the life cycle may have only two states--open 

and closed. 

When logging a defect, sufficient information has to be recorded so that the 

effects can be recreated and debugging and fixing can be done. However, just tracking 

each defect is not sufficient for most projects, as analysis of defect data can also be 

very useful for improving the quality. To permit such analysis, suitable information has 

to be recorded. What data is recorded depends on the organization, and an example 

from an organization can be found in. 

To understand the nature of defects being found, frequently defects are 

categorized into a few types, "and the type of each defect is recorded. Such a 

classification is essential if causes of defects are to be identified later and then removed 

in an attempt to prevent defects from occurring. The defects can be classified in many 

different ways; and many schemes have been proposed. The orthogonal defect 

classification scheme,- for example, classifies defects in categories that include 

functional, interface, assignment, timing, documentation, and algorithm. Some of the 

defect types used in a commercial organization are: Logic, Standards, User Interface, 

Component Interface, Performance, and Documentation. 

The severity of the defect with respect to its impact on the working of the system 

is also often divided into few categories. This information is important for project 

management. For example, if a defect impacts a lot of users or has a catastrophic 

effect, then a project leader will want to fix it urgently. Similarly, if a defect is of a 

minor nature, it may be scheduled at ease. Hence classification of defects with respect 

to severity is very important for managing a project. Recording severity of defects found 

is also a standard practice in most software organizations. Most often a four-level 

classification is used. One such classification is: 

 Critical. Show stopper; affects a lot of users; can delay project. 

 Major. Has a large impact but workaround exists; considerable amount of work 

 needed to fix it, though schedule impact is less. 
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 Minor. An isolated defect that manifests rarely and with little impact. 

 Cosmetic. Small mistakes that don't impact the correct working. 

At the end of the project, ideally no open defects should remain. However, this ideal 

situation is often not practical for most large systems. Using severity classification, a 

project may have release criteria like "software can be released only if there are no 

critical and major bugs, and minor bugs are less than x per feature." 

The defect data can be analyzed in other ways to improve project monitoring 

and control. A standard analysis done on almost all long lasting projects is to plot and 

observe the defect arrival and closure trend. Plotting both the arrival and removal can 

at a glance provide a view of the state of the quality control tasks in the project. An 

example of such a curve is shown in Figure-3. According to this curve, the gap between 

the total defects and the total closed defects is gradually increasing, although the 

increase is not too alarming. (In the project, this visibility prompted a change in the 

project schedule development activity was slowed and resources were assigned to 

defect fixing such that the number of open defects was brought down.) 

 

Figure-3 

 

In addition to plotting the arrival and fixing, the volume of open defects can also 

be plotted. This gives a direct plot of how many defects are still not closed. This plot, 

generally increases with time first, and then starts decreasing. Towards project 

completion this plot should reach towards zero. For some intervals, the number of 

open defects might touch zero. That is, at some point during the project, all defects 

have been closed. Of course, this does not mean that there are no defects in the 

software-after reaching the zero open defect, further testing (and adding of code) may 
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reveal defects. In other words, this plot is not monotonically decreasing, though it is 

expected that for most controlled projects its general trend will be downwards. 

The defect data can also be analyzed for improving the process. One specific 

technique for doing this is defect prevention. We will discuss this further in the 

following section 
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